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The second annual CyberCon returns to Bismarck-
Mandan October 2-3! This is a joint Cybersecurity/
Critical Infrastructure conference hosted by 
Bismarck State College. The conference is intended 
for IT, critical infrastructure, small business owners, 
government, education/students and more. Come 
listen to trends, techniques, and responses in the 
cybersecurity and critical infrastructure industries. 
Conference speakers will also cover CyberShield, 
UAV, Red Team methodologies and much more!

Through collaboration and education, this 
conference will educate and expand the horizons 
of individuals in the IT industry, small business 
owners, students and others, while providing an 
opportunity for everyone to network and learn 
about fast-moving cybersecurity trends.

CONFIRMED SPONSORS

2019 CYBERCON  
IMPORTANT DETAILS

Conference Location 
National Energy Center of Excellence 
Bismarck State College 
1200 Schafer Street, Bismarck, ND

Conference Cost 
Participant Registration is $175  
(see page 3 for details)

Hotel Accommodations 
Ask for block “CyberCon”

Hampton Inn & Suites 
2020 Schafer Street 
701-751-5656  
• Standard Rate: $114+tax 
• State Rate available 
 (with state ID)

Ramada Inn & Suites 
1400 Interchange Ave. 
701-258-7000  
• Standard Rate:  
 $84.60+tax (single) 
 $94+tax (double)

COMMUNITY
BANK & TRUST



TENTATIVE AGENDA 
(See website for updates)

WEDNESDAY, OCTOBER 02, 2019
Time Event

11:00 am
Light Lunch for pre-registered 
participants

12:00 pm – 12:15 pm Welcome, Opening Remarks

12:15 pm – 1:15 pm

Opening Keynote: Cybercrime and 
Cybersecurity: A Team Effort

– Brian Levine, Computer Crime 
and Intellectual Property 
Section, US Dept of Justice

1:30 pm – 5:00 pm
Concurrent Sessions & Vendor 
Networking

THURSDAY, OCTOBER 03, 2019

7:30 am – 8:00 am Continental Breakfast

8:00 am Welcome, Keynote Introduction

8:15 am – 9:15 am

Morning Keynote: What We 
Learned - Key Takeaways from 
the 2018 Ransomware Attack 
on Colorado Department of 
Transportation 

– Director Mike Willis, Deborah 
Blyth – OIT, State of Colorado

9:45 am – 12:00 pm Concurrent Sessions

12:00 pm – 12:45 pm Lunch

12:45 pm – 1:30 pm
Lunch Speaker – Fadi Fadhil, 
Minneapolis Public Schools

1:30 pm – 3:45 pm Concurrent Sessions

4:00 pm – 5:00 pm
Closing Keynote: Unit 42,  
Palo Alto Networks
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PRESENTATION TRACKS
Critical Infrastructure
This track will focus on issues important to critical 
infrastructure. This will include organizing security 
requirements as dictated by legislation, regulation, policy 
and best industry practices.

Threats, Trends & Responses
This track will cover all learning opportunities associated 
with protecting individual organizations and managing risk 
as business enterprises. Discussions will include backups, 
communication, response plans and management of 
critical situations.

Key Interests
This track will discuss a wide variety of key factors 
important to both cybersecurity and critical infrastructure. 
Policy, education, advances in technology and more will 
be covered.

OPENING KEYNOTE
Cybercrime and Cybersecurity: A Team Effort  
– Brian Levine, Computer Crime and Intellectual 
Property Section, US Dept of Justice

In this session, you will hear an overview of the 
latest cyber and IP threats, including data breaches, 
malware, and insider theft. Brian will also cover the 
importance of attorneys developing relationships 
with law enforcement in advance of a cyber incident 
or IP theft, as well as the importance of alerting law 
enforcement as soon as possible after an incident 
does occur. He will also address common concerns 
and misconceptions associated with involving law 
enforcement in these matters. Brian L. Levine serves 
as Senior Counsel in the Department of Justice’s 
Computer Crime and Intellectual Property Section 
(“CCIPS”) and National Coordinator for more than 300 
federal prosecutors who focus on computer hacking, 
intellectual property prosecution, and the lawful 
gathering and use of digital evidence.

THURSDAY MORNING KEYNOTE
What We Learned – Key Takeaways from the 2018 
Ransomware Attack on Colorado Department of 
Transportation – Mike Willis/Director – Office of 
Emergency Mgmt and Deborah Blythe, CISO, State 
of Colorado

This presentation examines the Ransomware attack on 
the Colorado Department of Transportation. It explores 
the nexus between cyber response and emergency 
management. The presentation addresses the nature of 
the attack and the effects it had in the physical world. 
It evaluates the response, including a number of cyber 
firsts: first declaration of a state disaster; first use of a 
unified command group; first emergency mobilization 
of National Guard cyber capability; first emergency 
response by federal cyber partners and first use of 
EMAC for cyber incident response. The presenters 
share what they learned about working together to 
integrate response in both the virtual and physical 
world. These lessons include wrestling with competing 
priorities, optimizing resources, organizing using 
Incident Command, speaking in common language and 
communicating with multiple stakeholders, including 
the public.
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CLOSING KEYNOTE
Unit 42 – Palo Alto Networks

Unit 42 is the global threat intelligence team at Palo Alto Networks®. 
They believe threat intelligence should be free, shared and available to 
all for the common good. They deliver high-quality, in-depth research 
on adversaries, malware families and attack campaigns. Their analysts 
uncover and document adversary behaviors, and then share playbooks 
that give insight into the various tools, techniques and procedures threat 
actors execute to compromise organizations.

HIGHLIGHTED BREAKOUT SESSIONS
ND Computer and Cyber Science Education Initiative Panel  
– Facilitated by TechND

Our world is changing. Technology is ever prevalent in day-to-day life 
and is impacting virtually every industry. This panel will discuss the ND 
Computer and Cyber Sciences Education Initiative focused on providing 
North Dakota students technology and security fundamentals to best 
prepare them for 21st century jobs. The panel will discuss the need and 
demand for these skills, as well as the three-prong approach to bringing 
computer and cyber science education to K-12 students statewide. 
North Dakota was the first in the nation to develop K-12 computer and 
cyber science standards and provided supporting legislation to allow for 
teacher credentialing. This has set the stage to develop North Dakota’s 
future workforce by providing every student in every school, from 
kindergarten until high school graduation, with computer and cyber 
science education.

The Brave New World of North Dakota UAS: ISR, Counter 
Autonomy, and Drone Cyber Security  
– Matt Dunlevy, SkySkopes

The promise of Unmanned Aircraft Systems comes with weaknesses 
and asymmetrical threats. The State of North Dakota, on the forefront of 
both the defense and commercial applications of UAS, is also charged 
with staying ahead of the curve with the ways UAS can be compromised 
or used nefariously. This interactive discussion is intended to be 
waterfront coverage of parts of the UAS world less frequently spoken on.

Reconnaissance and Information Gathering with Recon-ng  
– Jamie Maguire, High Point Networks

During this presentation audience members will learn what 
reconnaissance and information gathering means from the perspective 
of an attacker. We will cover specific tools used to automate information 
gathering, and audience members will leave the presentation with 
everything they need to know to begin conducting reconnaissance on 
their own organizations.

Phishing, Vishing, and Adventures in Social Engineering  
– Jordan Axtman, Target

Year after year social engineering is the number one way to gain access 
to a network or building. Many say they would never fall for a phishing 
email or a scam phone call, but thousands do, why? We will take a look 
at the science behind why this method is so effective and how bad 
guys use it to their advantage. We will also look at some examples of 
phishing, vishing, and social engineering and how easy it can be to fall 
for these as well as best practices and defenses against them.

Plus many more!

REGISTRATION DETAILS 
REGISTRATION IS ONLINE ONLY

The registration fee includes 
materials, breaks, breakfast and 
lunch on Wednesday, October 3.

Participant Fee: $175* 
Late/On-site Registration:  $199 
Student Registration:  No Fee 
(please see online registration link at  
bismarckstate.edu/cybercon)

EARLY REGISTRATION ENDS 
WEDNESDAY, SEPTEMBER 25.

Please Note: We are part of the North 
Dakota University System, so many 
of the terms used on the registration 
site refer to “student.” This term 
does include vendors, exhibitors, 
companies and participants.

You will be required to create a student 
account. You will use this account 
anytime you wish to register for a BSC 
coordinated event in the future. If you 
have registered with us before and 
cannot remember your username, call  
701-224-5600 (1-877-846-9387) and 
our staff would be happy to help you! If 
you know your username but not your 
password, click Forgot Your Password?

To guide you through this new 
process, step-by-step instructions 
will be available on the CyberCon 
website bismarckstate.edu/cybercon. 
Instructions are available on: 
- How to create your student profile 
- How to register for the conference

If you have any questions, please  
call our office at 701-224-5600 or  
877-846-9387.

CANCELLATION POLICY  
There will be a $50 per person 
processing fee for cancellations 
received prior to Wednesday, 
September 25, 2019. Cancellations 
after this date or during the conference 
will not be refunded. Substitutions or 
name changes can be made through 
Wednesday, September 25, 2019.
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If you missed the 2018 CyberCon, you missed a lot!
 182 pre-registered attendees 
 95 guests, speakers, committee members and sponsor reps 
 21 breakout sessions  
 3 keynote presentations

The conference was supported by a planning team 
representing Bismarck State College, Starion Bank, University 
of Mary, ND Dept. of Emergency Services, NISC, High 
Point Networks, ND National Guard, Doosan Bobcat, Basin 
Electric Power Cooperative, ND ITD, MDU Resources

DETAILS INSIDE!
Learn about: 

1) Presentation Tracks

3) Agenda and Keynotes

4) Registration Details

October 02-03, 2019

JOIN US FOR 

CyberCon 2019  
has gone mobile!
1) Go to your device App Store
2) Search and download 

3)	 Set	up	your	profile
4) Search for CyberCon 2019 

Get the app on your mobile  
device now, for free.  
We will have all of the important 
information for the conference right 
there in the palm of your hand.


