
Session ID  

 Concurrent Sessions 1.1                                                                                                               (Tuesday, 1:45 pm - 2:30 pm) 

1.A 
 

Rm 431/433 

CI Threat Brief                                                                                                                                                                    John Bonhage, FBI 
Our nation’s critical infrastructure is under virtual attack 24 hours a day, 7 days a week.  While our 
adversaries only have to be successful once, our defense systems need to be successful all of the 
time.  In this presentation, attendees will learn about current threats to our nation’s critical  
infrastructure.  Special Agent Bonhage will also speak about the existing threats from Chinese 
sources to include the theft of intellectual property. 

1.B 
 

Stateroom 

Fantastic Vulnerabilities and Where to Find Them                                                Tim Jensen, AppSec Consulting 
This presentation will cover a number of vulnerabilities identified in the field over the last 12 months. 
All listed vulnerabilities are either not caught by vulnerability scanners or the impact is not  
understood and customers often do not fix until being shown the impact. This presentation will  
review and discuss highlights the vulnerabilities, the severity, and the ease of exploitation. This  
session will be fun, entertaining, and educational at the same time.  

1.C 
 

Basin  
Auditorium 

(304) 

Automating Cyber Security processes with tools vs People               Elton Fontaine, Palo Alto Networks 
 
A Security operating platform prevents successful cyberattacks through automation. Accurate  
analytics allow you to streamline routine tasks and focus on business priorities. Tight integration 
across the platform and with ecosystem partners delivers consistent security across cloud,  
network, mobile devices. Customers love our security, because it just works, consistently awarding 
us the highest loyalty rating in the industry.  

 Concurrent Sessions 1.2                                                                                                               (Tuesday, 3:00 pm - 3:45 pm) 

2.A 
 

Rm 431/433 

Hacking Humans/Real Case studies on Physical Security Attacks                            Shane Swanson, ND ITD 
Cybersecurity attacks often take the majority of media headlines when discussing information  
security breaches. Certainly, there are published articles that attempt to shine the light on “human 
hacks” and we have all heard how susceptible humans are to phishing and social engineering  
attacks. Unfortunately, what’s often not covered consistently is the complex, adrenaline packed and 
sometimes dangerous art of physically hacking a human in order to gain unauthorized access to  
facilities, systems and information and how often the tactic is used to initiate breaches. In this  
session, you will hear real-world stories of human hacks that were performed as part of a long  
career in cyber and physical security penetration testing. Use cases will cover hacks committed 
against financial institutions, government agencies, power and utility plants. Specific focus and  
attention will be placed around the following:  
1. How and where physical and cyber security intersect with one another  
2. Use Cases:  

a. Targeting - organizations  and humans  
b. Common types of threat actors - not the typical people you think  
c. Common tactics, techniques and procedures (TTP) & how to spot them  
d.  What was I able to collect and do 

 3. Why physical security should be an integral component of any information security program  
4. Leading practices that will help reduce your susceptibility to human hacking 

2.B 
 

Stateroom 

Building a Culture of Cybersecurity                                                                                                                        Jeff Nelson, NISC 
People are both the foundation and weak link in any security program.  The latest security  
technologies may be quickly defeated by a simple employee error.  It is critical that our  
organizations build a culture of cybersecurity where every employee recognizes that  
cybersecurity is part of their job.  Cybersecurity is not just an IT problem.  A culture of  
cybersecurity requires buy-in across the organization and it must start at the top with the CEO and 
Board of Directors.  

2.C 
 

Basin  
Auditorium 

(304) 

Public Policy’s Role in Cybersecurity (Panel) 
Jeremy Neuharth , Tech ND (Moderator), Re. Corey Mock, Legislative Information Technology  

Committee, Rep. Glenn Bosch, Interim Information Technology Committee; AVI Systems (retired),  
Peggy Link, MDU Resources, Sean Wiese, ND ITD 

Although limited public policy currently exists related to cybersecurity, it is certain to become a  
future issue. Panelists will discuss cybersecurity challenges and opportunities and share their  
visions for the role of state and federal policy. 



 Concurrent Sessions 1.3                                                                                                              (Tuesday, 4:00 pm - 4:45 pm) 

3.A 
 

Rm 431/433 

DAPL Lessons Learned and Civil Unrest Preparedness      
Ben Leingang, ND State & Local Intelligence Center 

Civil Disobedience and illegal protest activities have become a major concern for new infrastructure 
projects and existing infrastructure facilities.  While protesting is a protected civil right, illegal  
protest activities have cost millions of dollars in damages to critical infrastructure stakeholders in 
both lost income and facility damages.  In this presentation, Ben Leingang from the North Dakota 
State & Local Intelligence Center will discuss lessons learned from the #NODAPL protests and  
provide tips and planning considerations for infrastructure stakeholders.  The methods discussed 
will help your employees stay safe and avoid being put into situations that will damage your business 
reputation. 

3.B 
 

Stateroom 

Walleyes, Whales & Cybersecurity                                                                                                     Jim Edman, SD Bureau of  
                                                                                                                                                                      Information & Telecommunication 
The walleye is South Dakota’s state fish. The opportunity to catch this delicious and challenging sport 
fish draws many South Dakotans and tourists to the clear, blue waters across the state.  This form of 
fishing is a great sport that brings significant quality of life advantages to the Upper Plains. Email 
phishing on the other hand is akin to the silver (flying) carp of the fishing variety.  In the best-case 
scenario, it is a nuisance, worst case it is very dangerous. Protecting our staff and elected officials 
(i.e. the whales) from the threatening aspects of email phishing is the basis for our program.  There 
are many areas of protection required to safeguard government data and protection from the email 
attack vector is of paramount importance.    

3.C 
 

Basin  
Auditorium 

(304) 

All About Password Cracking                                                                                   James Maguire, High Point Networks 
This presentation will be given from the perspective of a penetration tester and will focus on  
password cracking attacks. We will discuss both Offline and Online password cracking techniques 
and the differences between the two. In addition, we will cover password spraying attacks and  
recovering hashed passwords. After reviewing tools and techniques for Offline and Online password 
cracking we will go through a quick demonstration of password cracking attacks and look at hashed 
passwords from the LinkedIn data breach. After reviewing each attack, we will discuss security  
controls that organizations can put in place to better protect their passwords. This presentation is 
intended to be an hour long.  

 Concurrent Sessions 2.1                                                                                                   (Wednesday, 9:45 am - 10:30 am) 

4.A 
 

Rm 431/433 

Case Review: Canadian Pacific Railroad Victimization                                                                     Paul Couturier, FBI  
                                                                                                                                                                        Tim Rank, Assistant US Attorney 
In December of 2015, a disgruntled IT professional named Christopher Grupe, whom worked for  
Canadian Pacific Railway (CPR), was informed that he was going to be fired based on several  
instances of insubordination. At his request, Grupe was allowed to resign instead. Before he turned 
in his company laptop and remote access device, he logged into the network, deleted files, removed 
admin-level accounts, and changed passwords to the remaining admin-level accounts, effectively 
locking CPR out of critical network switches. In January of 2016, CPR became aware of the network 
problem, and began mitigation to include a risky reboot procedure, analysis of network logs, and  
hiring an outside computer security company. In total, CPR experienced approximately $30,000 in 
financial loss.  

4.B 
 

Stateroom 

Cyber Intelligence Network                                                                              Corey Hovak, NY State Intelligence Center 
This session will illustrate the Fusion Center’s approach to Cyber Intelligence sharing. The CIN is  
an association of cyber analysts across the country dedicated to responding to cyber incidents,  
sharing cyber intelligence, and producing analytical products on cyber threats. This session will  
focus on enhancing fusion center capabilities related to building and sustaining an effective cyber 
threat intelligence network. This is vital in order to facilitate cyber intelligence operations in the  
fusion center network as a whole. 



4.C 
 

Basin  
Auditorium 

(304) 

Reinventing PC Security                                                                                                                                          Jurgen Bayer, HP 
It’s no longer a matter of “if”, but “when”. As the world becomes more mobile and connected, 
cyberattacks continue to rapidly grow in frequency and sophistication, placing your company’s 
data and personal information at risk. Are you protected? While organizations are aware of the 
growing threat, most are overly focused on security software and data center protection while 
neglect securing client and end-point devices. HP looks at client end-point security holistically; a 
multi-layered approach rooted in hardware. Security that’s built-in, not bolted on. HP’s  
approach to security is unparalleled in the PC industry – and this is only the beginning. 

 Concurrent Sessions 2.2                                                                                                   (Wednesday, 11:00 am - 11:45 am) 

5.A 
 

Rm 431/433 

Industry and Education in North Dakota                Matt Frohlich, BSC, Tanya Taplin, University of Mary,  
Prakash Raganathan, Ph.D, UND, Dr. Jeremy Straub, NDSU,  

Jeremy Neuharth, TechND,  
Moderated by Carla Hixson, Bismarck State College 

A look at what education is doing in response to the cybersecurity challenge, training, and its  
workforce.  

5.B 
 

Stateroom 

The Art and Science of Threat Management                                                                             Evan Francen, FRSecure 
Threats are everywhere. They come from outside your organization, they come from inside your  
organization, and sometimes you find them in the mirror. If threat management seems confusing, 
you’re not alone. Our industry uses terms like “integrated threat management” and “unified threat 
management,” assuming that we’ve figured out what threat management is, but we’ve missed the ba-
sics. Effective threat management requires an understanding of the basics (science) and  
creativity in implementation (art). In this presentation, you will learn: • What threat management is • 
Where we get it wrong • The fundamentals of threat management • Common and often overlooked 
threats • How to get started down the right path. 

5.C 
 

Basin  
Auditorium 

(304) 

Small and medium-sized businesses (SMBs) are a big target. Resources are available. 
Daniel Eliot, National Cyber Security Alliance 

The National Cyber Security Alliance (NCSA) builds strong public/private partnerships to create and 
implement broad-reaching education and awareness efforts to empower users at home, work and 
school with the information they need to keep themselves, their organizations, their systems and their 
sensitive information safe and secure online and encourage a culture of cybersecurity.  

 Concurrent Sessions 2.3                                                                                                  (Wednesday, 12:45 pm - 1:30 pm) 

6.A 
 

Rm 431/433 

Adopting the Mindset of NERC CIP                                                         Jerry Ketterling, CyberNet Security, LLC 
This session will discuss implications of CIP Cybersecurity / lessons learned and take aways that can 
be applied to any critical infrastructure domain and to any business.  

6.B 
 

Stateroom 

Shell to Pay                                                                                                                                             Weston Hecker, MDU Resources 
In this session, you will be taken on an exciting adventure into the events that transpired on five  
pen-tests that were conducted in 2015 to 2018. Go behind the scenes of pentest projects of a power 
company, major international airport, metropolis traffic light system, a medical device, and an oil rig.  



6.C 
 

Basin  
Auditorium 

(304) 

The Cybersecurity “state” of North Dakota Looking Forward                                          Shawn Riley, ND ITD 
This session will be an overview of where the state of North Dakota is headed. Our current and future 
initiatives such as, K-20W Cybersecurity program, shared partnerships with education, IT shared 
services, ND Cybersecurity Task Force, Governor's Initiatives, and much more.  

 Concurrent Sessions 2.4                                                                                                   (Wednesday, 1:45 pm - 2:30 pm) 

7.A 
 

Rm 431/433 

Introduction to  Security Assessment                                                                       Slade Griffin, Contextual Security 
This session will demonstrate in detail some of the attacks discussed during the opening keynote 
presentation. Additionally, the mitigations for each attack will be demonstrated. Attendees should be 
able to execute and defend against these commons attacks by the end of the session. 

7.B 
 

Stateroom 

National Collegiate Cyber Defense Competition                                      Matt Frohlich, Bismarck State  
College, Mike Schafer, BSC Alumni, Tanya Roth-Taplin, University of Mary (student) 

 Moderated by Col. Ray Knutson, ND National Guard 

A cooperative effort between Bismarck State College and the University of Mary brought together 
students from the two institutions to compete in the annual North Central Collegiate Cyber Defense 
Competition. The Collegiate Cyber Defense Competition is an event that focuses on the operational 
aspect of managing, securing and defending a "Commercial" network infrastructure. 

 
In the spirit of cooperation, the North Dakota National Guard, the North Dakota Information  
Technology Department, Basin Electric Power Cooperative and instructors from each institution 
provided the necessary mentoring and instruction to prepare the team for the event. 

 
As first time participants in the event, the team took third place, thrilling them and their advisors. 
Please come and listen in as members of the team and their advisors discuss the competition and 
their preparation. 

7.C 
Basin  

Auditorium 
(304) 

So You Think Your Business is Safe? Live Hack (Penetration Test)       
Tim Swartz, Cybernet Security, LLC 

This session will include a demonstration of some methods used by hackers and penetration testers 
to compromise systems.  

Mark your Calendars for CyberCon 2019! 
October 2-3 at Bismarck State College 


