
PALO ALTO CERTIFIED CYBERSECURITY APPRENTICE
Prepare to take this certification exam by taking the following four courses.

Cybersecurity Foundation/Fundamentals: 
Apprentice – $600 (48 hours)
This course offers a comprehensive understanding of the modern 
cybersecurity landscape and today’s cyberthreats. You’ll learn 
about current attack methods, defense strategies, public Wi-Fi 
risks, and protection measures. You will also learn about modern 
security models, focusing on perimeter-based and Zero Trust 
models. The course concludes with an overview of Palo Alto 
Networks' prevention architecture and the key capabilities 
required for preventing successful cyberattacks.

Network Security Fundamentals: Apprentice 
$600 (48 hours)
Students will gain an understanding of the fundamental tenets of 
network security and review the general concepts involved in 
maintaining a secure network computing environment. Upon 
successful completion of this course, students will be able to 
describe general network security concepts and implement basic 
network security configuration techniques. Some of the concepts 
covered include: IP addressing, packet encapsulation, basic 
network security and principles.

Security Operations Fundamentals — Apprentice 
$600 (48 hours)
Students will gain an understanding of Security Operations 
(SecOps) and the role it plays in protecting our digital way of 
life for businesses and customers. Students will learn 
continuous improvement processes to collect high-fidelity 
intelligence, contextual data and automated prevention 
workflows that quickly identify and respond to fast-evolving 
threats. They will also learn how to leverage automation to 
reduce strain on analysts and execute the Security Operation 
Center (SOC) mission to identify, investigate and mitigate 
threats. Some of the concepts covered include: the process of 
SOC, CSOC infrastructure and automation, advanced endpoint 
protections, threat prevention, SOAR, XSOAR, Cortex XDR, and 
ways to secure the future.
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Cloud Security Fundamentals — $600 (48 hours)
Students will learn basic principles associated with 
securing the cloud and SaaS-based applications through 
Secure Access Service Edge (SASE) architecture and 
understand how to recognize and potentially mitigate 
attacks against traditional and hybrid data centers and 
mission-critical infrastructure. Students will also learn how 
to set up and configure containers on a Docker bridge 
network and test the container security through the use of 
vulnerability scans and reports. Some of the concepts 
covered include: virtualization, cloud storage, cloud and 
mobile security and data center security.

Principles of Information Security
This course introduces students to the field of information 
security. Topics covered include basic security principles, 
terminology, legal and ethical issues, as well as examining 
security from business and personal perspectives.

Networking Fundamentals
From understanding network architectures and protocols 
to learning IP addressing and Ethernet fundamentals, 
you'll develop foundational knowledge and build your 
networking basics. This course also includes interactive 
labs and real-world scenarios to help you gain practical 
experience in building local area networks (LANs), 
implementing network security measures, and 
configuring routers and switches.


